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Mr. Chairman, Members of the Subcommittee on the Constitution,

it is & pleesure to have +this opportunitcy

«

ot

© appear before you today
to discuss the Freedom of Information Act's impact on the Intellicence
Community. There zre unigue and pafticula:ly serious problems being

experience¢ by the Central Intellicence, National Securltv ané Defens
[

intelligence Agencies under tne‘PO;A which stem, in part, from the
R |

inherent contradiction c¢f appl};ng & statute ces;gneo to assure

-

openness in Government to agencies whose work is necessarily secret.

The adverse conseguences of this application have cazusegd intelligence

[H

functions to be seriously impzired without significant counterbalaﬁcin

'¢Z public benefit. Mr. Chairman, we neec + address the funcdzmentezl

‘Guestion of whether it mzkes sense for the FCIZ to be applicable :o

cur Nation's most sensitive inteliicence agencies.
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ACt was Iirst passed in 15966.

President Jonnson described the 2et as stemming from the principle

thet "z democracy works best when the pecple have all the information
that the security of the Nation permits.” The declared purpese of
the Act wes to broaden access to government infermaztien connec=ed

with activity impacting upon the public, with certein .exceptions in

|

areas in which Congress believed exemptions were warranted in the
national interest. From 1966 until .the Ac:t was amended in 1874,

there was no major impact upon the czy to cay functioning of the

Intelligence Community. Then, in 187¢, during the post—-Watercate

U
(1]
"
','
o]

¢ of pressure for more openness in covernment, amendments to

'

0,

the FOIZ were enacted -over President Ford
. B ;

PR v. Mink wes & key impetus for these amendments. The

§ veto. The Supreme Court's

1

decision in

Supreme Court had ruled that an &gency must examine classified

documents before invoking the FOIA exemption permitting such cocuments
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to be wi thnelo from dﬂsclosure, out tnat 1*lwa= not

for the courts to:~

rulefOn whethet the,olassﬁfioationfitself*n1'ht oe unwarranteo

The 10/4 amenoments naoe sev l'fundamental nanges in the Act,

'fl) Requlreo that reasonab'v segregable portwons of 2
ig,cocument_not falling under the Act 's exemptions be
'fprov1oedfto the *ecuester- ang - Do

HGave thew ourts author £y to. revvew agency ce T
“;determlnctlons that .records were withholdable .
under’ the: Act.& The - courts have subseguently .
“'placed ani’enormous burden upon the lntelllgence
ﬂagenc;esfto Jjustify classification. claims.’  In’’
;one case:a federal court has ove:ruleC‘the
judgment of professionzl - intel ligence- offlc
A_nat 1nfo*matlon 1s oroperly classmtlec T

The amencments leo to an eyPloslow in FOTA requests oirected"'

-

and ez corresponclnc lncrease tn assoc1atec thlgatlon »lReSOu:oes,

CI

b at

and m ower oevoteo to POTA matt ets have, of coutse,'lncreasecA____,
tremendously.si ce the mlo— 970 s.<~mhe Clz's: latest annual reoort on.

1ts admlnls atlon of the Act contalns the follow1nc stat*st;cs'tor

calencar year 1980

'___1212 new ?OIA requests were logceo ourlng 1980 ﬂfifffj -

- 257 20 5 ac*ual oerson-nours o‘ chOI (or 144
person-years) were devoted to the processing of
Freedom of Information Act, Privacy Act, and
mandatory-classification review reguests,
appeals, and litigation, as compared with the
110 person-years of lazbor devoted in 197S.
Mere .than half of these resources were devoted
to the processing of reguests for subject
matter 1nformatlon uncer the FOIA

-~ Over: $3 mllllon was expendeo in personnel costs for
proce551na, appeels, and litigation related to these

- . reguests.... About two-thirds of this amount was spent
i on FOIA"ecuests. :

v
PR

Mr. Chalrman, 1f gross personnel and resource figures represented

tne majo* problems then the*e woulo be an obvious solution. Tbe last

seven years have shown, however, that the Intelllgence Communlty

L.

faces
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other problems even nore 1mportane and rar more unlque.' Tnese problemc

_wh ch I Shall outllne, stem fzou the funoamen l lnCOﬁpa*lbll’tv of

lylno the FOIA to 1ntellglence aoenc:.ec whose m1551ons must be'

-

conducted in secret.

- -~
L e

-

The search and rev1ew of records in response to POIA LEQUESLw

poses & spec1al“setﬁo problems.? The CIA s records svseems, for
. . P 1.

example, cre an.lntecr pare of the Aoency s securltv'sySLem- The

need to prctect Jntell1gence sources and methods through a complexlqh

sysnem o‘ compartmentec and oecentrallzec records 7s 1n dlrece confllcr
wlth Lhe concept of openness under the FOIA. Unoer,ehe' need to know
prrnc1ple C A emplovees normallv have access 011v to rnForm tion

necessary to perform their a551anmenes, but the process of complllnc

L

doccuments responszve to FOIA requests is incompatible with good "need

113

practices.

rt

3

T Kno
| The search for 1nrorﬁatlon reséon,rve to an FOLA“recues  is.a
time—consumrng task. A re‘aelvely simple FOI2 reouesr may requrre as
- many as 21 CIA record svstems to be seerched, e dﬂ‘flcult reouesz nve;
lOO. I must emphzasize, however, that'it is not the ouantltv of time

and effort devoted to FOIR that is of ultimate concern to us. It is

rather the level of emplovee who must become involved in the review
process. By this I mean the types of highly trzineéd peopie’who must
perticipate in the processing of an FOI2 reguest.

When we locate records in response to an FOIA reguest, the
cocuments must be carerullv reviewed in order to determine which
*nformatlon can be releaseo safely ;nd which must be wi hhelé in
accorcance wi th appllcable FOIa exemptlons,-ln oréer to proeect mat—

ters such as the secu:ity of CIA operations or the identities of

intelligence ‘sources. In other government agencies the review
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of 1nfornatlon for pOSSlble release uooer the FOIP is a routlne

adnrnlstratrve functlon, 1n che Centrel Incellrcence Agency it can be

&2 matter of llfe or deach for human sources. 'In some c*rcumstances

mere acknowledgment of the fact that CI2 has anv information on &
particular subject or has engaged in a particular type of activity

could be emough to place the source o*F thet Lnformatlon in danger,

compromise ongorng 1ntelllgence ooeratron,,_or lmpalr relacrons wvth

rorelgn governments.”’Aoency recorcs must be scrutlnlzeo wrth great

e ._-: i o _’ - -

care because blts‘of ln‘ormatlon Whlcn mlgnc appea* lnnocuous on the

face could possrbly reveal sensitive. macterslif subjecte ’to .
sophlscrcaceo analy51s or combrneo w.th other rnrormatlon avallablew
to FOI& requesters.

This review 1s not a task which can’ be entrusted-to-individuals-
hireé specifically for this puroose, as 1s the case "ithvmany‘other
government agencies whose 1nformatlon has no such sensit vrtv ' The
need for careful profess;onal juogment in the review ofilncelllgence
information surfaced in response to POIA reguests means chac th
rev1ew reguires the time and attentlon of rntelllgence'o icers whose
orlmarv responsibilities involve yart1c1pacron in, or managemenc of
vitzl programs of intelligence collection and analysis for the
President and our foreign policymaking establishment. Experienced
Operations officers and analysts ere not commodities that can be
purchased on the open market. It takes years to develop first-class
intelligence officers. Again, let me emphasize that these reviewing
officers are not FOIA professionals, they are intelligence officers
who are being drverced from their prrmarv duties. This diversion is

impacting adversely upon the fulfillment of vital intelligence missions.
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 §£. Chairman; éffoits to fulfill our intéiligencéAmissions wﬁile
subject to the provisiohé of the FOIA ve placed the CIA in & vwc;ous
cvcle. Inte“lloence lnfornatvon must be processed and analvzed qulcklv.
if the President, the Cabinet, and the Congress are to receive the
latest and most accurate assessments of foreign developments. The
need for up-to-the-minute informa%;on freguently prevents the review
of FOIZ2 documents from taklno piace in kee yinc with the time »
reculrements of the Act., Thls IESthS in the Agency belng sued for
‘a*lure to comply wi th the Act, which, in turn, reguir es an even
greater amount of t*me and e;fort to be expended in the V*tlgat;on
process. The ceFense of such suits, as well as those that are brought
bécause bf & deniel of ‘the informatioh reqguested, reguires the time
and effort not only of lawyers azt the Agency zné the Department of

Justice, but also of intellicence officers cirectly concerned with the

reqguest in question. . Factual submissions must be presented by

substantive intelligence officers, acain éiverting them from their
primery duties. Therefore, despite an increase in the manpower
Gevoted tc FOIA review in 1980, the backlog of unanswered reguests
increased by 400 cases. Mr. Chairman, I am concerned that when the
work of senior intéiligence qfficers is diverted to FOIL concerns
because information must be reviewed, or because court affidavits
must be prepared under strict time constraints to justify a delayed
response or z previous denial of infprmation, the ability of our
Nztion to formulate an informed and sucéessful foreign policy suffers.
The CIA heas been sped 198 times undér the FOIA. The result,
with one exception, has been judiciai effirmance of the claimed national

security exemption. One recent example is the decision in a2 lawsuit

brought by Phillip Agee agzinst the CIZ, FBI, NSA, Department of State,
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‘ahd‘Departmeﬁt of JuetiEe. In his opinion, Judge Gerharc Gesell of

the U.S. bistrict Court for ‘the D;s;r¢ct cf Columbia st e‘ed ”It'is>
amazing that & retional eec1ety teleraees the exXsense, éﬁé'Qasté’bé
resources, the potential injury to its own security -which this preeess
necessarily entails." The fact remeins, however, that judges with no
expeitise im the arcaﬁe business of intelligence may believe tha+ under

the “rov151ons of the Act they .can ove;rule an ;ntell;gence acencv s

,ceCLSlon as. to the class;f;cat;on of parelcular oocuments and orcer

'-, .z

tne;‘ release. In the one except;on71 mene;onec, ehe Coure'of Appeals

has upheld a dlStIlC; court oec1s;on specif callv overrullnc a CIA
classification determlnatlon. Finzl resclution of this case is still '
pending. While we have succeeded thus far in protecting sensitive

ietional security information, our litigation record has been achieved

-1

111
ct
n

> enormous cost in the kind of guality resources which I described

| BN

ie

o
™

]

T .
Mr. Chairman, I would like to add one other point which is
relzted to the FOIZ process. The Freedom of Information Act currently

conteains exemptions for classified documentf and other matters that
are sext forth as exempt from dieeloszre; fhese exemptions have
generally been adeguate to protect sensitive national security
information. Even with the best of review systems using the best
,taleﬁt, however, there are hazards, because human error is always &
- possibility. Such errors have in fact oecurred, resulting in the
inadvertent disclosure of sensitive intelligence information. These
uninteneional disclosu{es are constant reminders of the risk which
will be present so‘iong as the intelligenee agencies are subject to
the Act. The bandling of FOIA reguests involving intelligence

information by other agencies hes also resulted in some serious
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'cbr omlses of cla°s1f1ed 1nformctlon re7aglng to 1ntelllgence sources'
cné ne;hocs.- Compoundnc thése problenc are attempts by reques;er 'toA
’gaigwaddltlon;l class d ;nformablon basec upon these comprom;ses.;
Mr. Chairman, the FOIZ further impedes our nation‘s'intelligegce
efforts through the perception it has crezted overseas. While the
perception qi our country's inability to keep secrets may be caused by
leaks, unreviéwed publications pv’Lormer;officials ahd the like, it is 
the FOIA that is v;ewed acs the crux of tn;s problem Inq;v;cual human
sources and fore;gn 1ntel“1gence serv;ce: ‘are aware of the Ac .
;ney view it as a threat to our country's ability to_maintain.the

confidentiality of its intelligence sources, and to protect the

information they provide. An intelligence agency cannot operate

—r

f£fective

[}

y under such conditions. Euman intelligence is as important

(o))
v

O

ot

vy as it has ever been. To obtain this intelligence it is vitel

hat there be confidence in the ability of the United States Government

.t

to honor &ssurances of secrecv. t must be remembered thét mahy'
dividuals who cooperate with theﬁintelligence efforts of the United

States do so at great personal risk. Identifiéation as a CIx agent
can ruin a career, endanger a family, or even leaé to imprisonment,
torture, or death. We must be able to provide human sources with

. ebsolute essurance that the fact of their cooperation with the United
States will forever be kept secret and that the information they provide
will never be revealed or attributed to them. The FOIA has raised
doubts about our ability to maintain such commitments, despite our
explanaiions that the Act'providesrexemptions which allow for the.
safekeeping of sensitivé'information. The concept of an intelligence
aaency being subject to an cpenness in government statute is not

uniformly understood by individuals and intelligence sServices abroad.
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It nas been nececsarv to snend a great Geal of time éttemptinc,to
convince foreign lnte_*lgence serv;ces that thev =h0le not dlscont*nue

their liaison relationships with us because of ;he‘FO_A The very fact

rt

thne

CIa files are subject to search and review for information which

'_l

s releaseble is extremely disturbing to our sources. There have been
meny ceases ip which individuals have refused to cocpera*e with uvs,

é: n;shec thelr level OL cooperatlon, or tota‘lv dai scontlnued thelr '

elationship w¢th our peon1e in the flelc because o; fears that thelr

Wha; we wxll

idéhiities A gh‘ be revealed throu h 2n FOIF release.n
never know, Mr. Cha man,'ls how much valuable'¢nformatlon has been 5"':L
lost to the United States due to the rel uctance of potentlal hﬁman .
scurces tc even begin a ieiationship.

Kr. Chairmean, beginning in 1947 this country madeiaﬁconscidﬁs o

deciscn tr

m
ot

it needed intellégence agencies as part of its natibnal
security fekric. The app-;cab;on of the FCIA to thesebagen¢ies is.
causing a weakness in that fabric. It must be remembefga thaﬁ
intelligence activities are focuseé on the acquisitionléf sensitive
information abroad for foreign policymekers, not for the general
public. Information which is releaseé under the Act is éenerally
extremely fragmentary and it can often be misleading. Mr. Chairman,

I would note that certain organizations have published lists of books
and articles said to be of pﬁblic’interest which supposedly were

bzsed on information released by intelligence agencies under the FOIA.
The afgument is made that these materialé coulé not have been
publishéd without the FOIA. I believe that such clazims are grossly
exaggerated. The FbIA.ﬁés‘not resulted ihvthe revelation of
fundamentel ianrmation §ut has instead been used to garner adaitional'

Getails about subject matter which was criginally either revealed by
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'one of the 1ntelllgence agenc;es on ;ts own,“e: in the course of
;nvest;gatlons such as those concuctec bj ehe \ock;eller Comm1551on
or the Church Comnlttee. |

Mr. Chairman, the FOIA has never been an effective oversight
mechanism for the Intelligence Community and the idea ebat it is
needed to erwsure that the abuses: 2nd excesses of the past do not.

, . N L .
recur ought to be laid to rest once and for all. Tne fragmewearv

.1nformat*on obtalnable uncer the FOIA nas not, cannot, and W¢ll not

.v; e NN
st s -

ever remoeely compare in value with the concresszonelly eseab &shed-
_oversight resnonsmblllty whlch hes been g;ven to the select comm;ttees
on intellicence in tne Senate and BOLse of Repr esentatlves. These
two committees are specificallyv responsible for overseeing authoriza-
tions of appropriatiohs and operaticns of the various inteiligence |

. agencies. I believe that it is fair to say that no other acencies in
;he Government are subjec; to such close congressioneal 3cruiiny.on a

ané effective

_J

permanent, ongoing basis. It is this sys'ep of vig
congressional oversight, along with extensive Executive branch review
mechanisms, which provides the means thro&gh which the American people
eére assured that the operetion of their‘intelligence agencies is ih
accordance with applicable law.

Mr. Chairman, the Pfesident has stated his determination to
enhance the Nation's intelligence capapilities, end I am committed
to work toward achieving that goal. To_eo this, our intelligence
acencies must be able to focus their energies on the timely and
accurate gathering and“anelysis of infofmation in 2 manner which
insures the secrecy.ef'the sources and content of that information.

For the reasons I have stated, I believe the current application of
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‘the FOIZ is inappropriate, that it is detrimentzl to the accomplishment

. unjustifie
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of intelligence missions, and tha by gnific:

public benefit. o o B

Several bills introduced this sescion we id impaet-on the FOI2's
applicability to the Intelligence Communitv ané to Federal law
ed_ovcenenr agencies. S. 587, introduced bv vou, Mr. Cheirman, would

aDpear to meet the needs of the law enforcement acenCies. ‘While the

portions of the B*ll wn;ch woul poly eo-the ente“l;gence agenc;ec.u
r’iwoulu be of benef;t, the funcamental problems un;ch iAHave ]LSt outllne
| woulc not be fully alleVLatec. Sewaeor D Amato's B'l 's. 1235 |
'is a laudable leg;slatlve proposel which seeks to reiieve the CIA
cf some of the burdens associated with the FOIZ by strengthen;ng
the exempt ions in the Act under which informaztion can be withheld
from céisclosure. Unfortunately, Mr. Chzirman, I do not believe. that
the Intelligence,Community'siproblems under the FCIZ can be substan—
tielly zlleviated by strengthening the grounds upon whicb informeztion
can be withheld from public disclosure under the Ave.; Senator Cha‘ee‘<
273, takes & different, more promising appreach in ;es effor:
to sezl off certain cetegories of files from the entire FPOIR process,
including seazrch and review. I believe that Senator Cﬁafee's Bill, if
enacted, could have & mejor positive impact. But Mr. Chairman, I also
believe that the time has come for the Congress to face the issue
scuarely ané definitively, and to recognize that only & total exclusio
of fecorés created or maintained by the Centrel Intelligence Agency,
the National Security Agency, anc¢ the Defense Intelligence Agency from
2ll of the Freedom oflInformation Act's reguirements can, by completel.

eliminating the need to search and review records in response to FOIx

recuests, end the wasteful and debilitating diversion of resources

N
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anc crltlcally neeoed skvlls, el;mlnéte Lhé.danger ofvcouft-orééfec
ele sebof properlv cla551 ied 1n;orma..‘on, cnc réca ; tne éOhleence.A
6f human sources and‘forelgn 1ntelllgence sefv;ces. |
Mr. Chairman, I would like to add one foqﬁnéte to my testimbn&
pefore you today. Nothing whichk I héve said should be construed to
indicete ang lessenlng in our be’zef that individual Americans should

continue to be able to determipe whe;he* or not an lnte*llﬁence agency"
holds information on them, and to obtaln ;hls 1nfornatﬁon when'
security con51deratlons permlg. I WISh to state ca egorlcglly that

the Intelligence Conmunlty would continue full compliance with the

Privecy Act even 1if totally -excluded from the FOIR.

11
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